Exam 3 Review

COMP620



“There are two ways of constructing a
software design. One way Is to make It so
simple that there are obviously no
deficiencies. And the other way Is to make It
so complicated that there are no obvious
deficiencies.”

C.A.R. Hoare



The final exam in COMP620 will be on Saturday,
December 1, from 10:00am — 12:00pm in Graham 210




* The next exam will be Monday, November 19
* You may have one 8% by 11” page of notes



Topics for the Third Exam

The exam covers everything since the second exam
* Forensics
* Security policy models
* Access control
* Digital money
* Election security
* Privacy
* Infrastructure security

* Protecting you data



Computer Forensic Activities

Activities commonly include:
* the secure collection of computer data
* the identification of suspect data

* the examination of suspect data to determine
details such as origin and content

* the presentation of computer-based information

* the application of a country's laws to computer
practice

Scott L. Ksander



5 Rules of Evidence
e Admissible

e Must be able to be used in court or elsewhere

* Authentic
* Evidence relates to incident in relevant way

* Complete (no tunnel vision)
* Exculpatory evidence for alternative suspects

* Reliable
* No question about authenticity & veracity

* Believable
* Clear, easy to understand, and believable by a jury

Scott L. Ksander



Bell-LaPadula Model

* Ensures Confidentiality

* All users and objects have a level and a list of
categories

* Users can read down and write up

* The categories of the object must be a subset of the
categories of the user



COMP620 Notation

* We will express a user or objects security parameters
as:

( level, {category list})
examples:
(secret, {COMP620, COMP375})

(classified, {COMP755})



What type of access is allowed?

Paul, cleared for (TOP SECRET, {COMP620,COMP163}), wants
to access a document classified as
(SECRET, {COMP755,COMP163})

read

both

A.
B. write
C.
D. none



What type of access is allowed?

Mary, cleared for (CONFIDENTIAL, {COMP620}),
wants to access a document classified as
(CONFIDENTIAL, {COMP375})

read

both

A.
B. write
C.
D. none



What type of access is allowed?

Fred, cleared for (SECRET, {COMP620}), wants
to access a document classified as
(CONFIDENTIAL, {COMP620})

A. read
B. write
C. both

D. none



What type of access is allowed?

Susan, cleared for (TOP SECRET, {COMP620,COMP163}),
wants to access a document classified as
(CONFIDENTIAL, {COMP620})

read

both

A.
B. write
C.
D. none



Biba Integrity Model

Ensures Integrity while Bell-LaPadula ensures
Confidentiality

Formal state transition system that describes a set of
access control rules designed to ensure data integrity

Developed by Kenneth J. Biba in 1977

The model is designed so that subjects may not corrupt
data in a level ranked higher than the subject, or be
corrupted by data from a lower level than the subject



Biba Up and Down

* This security model is directed toward data integrity (rather
than confidentiality) and is characterized by the phrase: “no
read down, no write up”

 This is in contrast to the Bell-LaPadula model which is
characterized by the phrase “no write down, no read up”.



Biba Reading and Writing

e Users can only create content at or below their own
integrity level (a monk may write a prayer book that can be
read by commoners, but not one to be read by a high priest).

* Users can only view content at or above their own integrity
evel (a monk may read a book written by the high priest,
out may not read a pamphlet written by a lowly commoner).




Access Matrix

FileX |FileY |Prt1 | /dir

* Rows are capabilities
e Columns are access control lists



chmod

The chmod command can be used to change the permissions

Think of RWX as three bits making an octal (decimal) digit
representing Read, Write, eXecute

The permissions can be expressed as three digits for user,
group, world

chmod 704 myfile

sets read, write and execute for the user and read for the
world



Microsoft Windows Permission Order

 Windows gives a user the highest ranking
permission based on their permission and the
permissions of all groups in the order:

—Deny highest ranking
— Full control

—Write

—Read & execute

—Read lowest ranking



What permission does Fred have for ideas.docx?

Fred is a member of the ADVERTISING group which has WRITE
permission for the file ideas.docx He is also a member of the HR
group which has Read & execute permission for the file.

A. None
B. Full control

C. Write

D. Read & execute
E. Read



What access does Joe have for stuff.txt?

Joe is a member of the ENGINEERING group which has WRITE
permission for the file stuff.txt He is also a member of the HR
group which has deny permission for the file.

A. None
B. Full control

C. Write

D. Read & execute
E. Read



Blind Signatures

* A blind signature allows an authority to sign an object
verifying its owner without revealing to the authority the
content of the object

* Created by David Chaum

* The owner of the object should be able to get a signed copy
of the object
— Imagine putting a piece of paper in an envelope with carbon paper
— Someone can sign the envelope without reading the paper
— The owner can remove the paper with the signature



RSA Blind Signature

Assume Alice wants Trish to blind sigh a message m
Trish’s public key is h and e and her secret key is n and d
The signed message would be s =m9 mod n

Alice wants Trish to do this without knowing m



Blind Sighing

e Alice generates a random number r where gcd(r,n)=1
* Alice creates a blind version of the message, b =m * r® mod n

e Alice sends b to Trish to sign

* Trish signs r creating X = b9 mod n and sends it back to Alice
* Alice can unblind the message by s =X *r{ mod n

* Alice now has s = m9 mod n which is m signed by Trish



Explanation of Algorithm

* The random number has been raised to both the
power of e and d

* eandd are inverses
red = r (mod N)
* Dividing by r restores the original message
red /r=1 (mod N)



bitcoin

Bitcoin is a popular decentralized cryptocurrency that does not
require a central bank or authority

Invented by an unknown person or group using the name
Satoshi Nakamoto in 2009

Bitcoins are created as a reward for a process known as mining

In 2017, there were 2.9 to 5.8 million unique users using a
cryptocurrency wallet, most of them using bitcoin



Election Security

* Voting machines should not be networked
 Multiple copies of the results should be kept

 What does it mean to do a recount with electronic voting?



Privacy is a Cultural Value

* Privacy is the ability of an individual or group to seclude
themselves or information about themselves and thereby

reveal themselves selectively (wikipedia)

* Anindividual’s expectation of privacy differs based on their
cultural environment



HIPPA

Modernizes the flow of healthcare information

Stipulate how Personally Identifiable Information maintained
by the healthcare and healthcare insurance industries should
be protected from fraud and theft

Address limitations on healthcare insurance coverage

Establishes national standards for electronic health care
transactions



General Data Protection Regulation

A European Union law that went into effect in May 2018

Regulates data protection and privacy for all individuals within
the EU and EEA

Addresses the export of personal data outside the EU and EEA

Data cannot be made publicly available without explicit,
informed consent

California passed a similar bill called The California Consumer
Privacy Act of 2018

Wikipedia



Natural or Intentional Infrastructure Damage

* Natural disasters can impact the infrastructure
— Hurricanes, tornados and storms
— Earthquakes
— Trees falling on power lines or roads
— Squirrels

* Angry people or organizations can attack the infrastructure



Cyberwarfare

* Richard Clarke defines cyberwarfare as “actions by a nation-
state to penetrate another nation's computers or networks for

the purposes of causing damage or disruption”

* Some countries have made cyberwarfare an integral part of
their offensive and defensive strategy

Wikipedia.org/Cyberwarfare




Types of Cyberwarfare Threats

* Espionage

e Sabotage

* Propaganda
 Economic disruption



Found Thumb Drive

* A popular way to spread malware is to put it on a USB
thumb drive and leave it in a public location

 Many people will insert it in their computer and, thus,
spread malware

* An attacker once put thumb drives in people’s
mailboxes

e Often the thumb drive will pop-up an advertising
offering some fictitious great deal



DNS Vulnerabilities

The original Domain Name System did not specify any security
It was possible to send fraudulent information to the DNS

Clients requesting the IP address of www.acme.com might be
given the address of badguys.com

A DNS server can be overwhelmed by a DOS attack



ARP Poisoning

All computers keep a cache of the MAC addresses they have
received via ARP

The cache is updated when new ARP packets are received
An attacker can send fraudulent ARP messages to a victim
A victim might send a packet to the wrong MAC address



TCP Connections
e Establishing a TCP connection

requires three messages 2

* After the connection, the ——
systems may exchange data /
2 &k

SYN




SYN Flood

An attacker can send many SYN
packets to a victim

The attacker does not send an ACK

The half established connection
consumes ports until the victim
times out the attempt

Others may not be able to
establish a connection




SYN Flood Mitigation

Decrease the timeout waiting for an ACK

Networks should filter packets with obvious incorrect source
addresses

Minimize the amount of information saved from the SYN
message

Increase the memory available to hold information about
connections



Types of Data Loss

User error (accidental deletion, lose CD, forget
password, etc.)

Disk failure

Data corruption (file system failure)

OS failure

Power failure (cached data not saved)
Natural disaster (fire, flood, plague of locust)
Malware

Theft of equipment



Causes of Data Loss
14%

B Hardware Failure

B Human Enor

0O Software Corruption
Computer Virus

W Natural Disaster




Common Backup Scheme

e Backup all data on a quarterly basis (possibly more or less
frequently)

* Do incremental backups of new and modified files daily



Backup Data Storage

 Removable backup media should not be stored near the
computer. A disaster destroying the computer will destroy the
backups

* |t should not be too difficult to retrieve the backup media in
case a file needs to be restored



Intrusion Detection

* |Intrusion detection is done by monitoring the traffic on your
network for unusual activity

* The Nmap program will scan all of the computers on your
network and tell you which ports are open on each machine
— Nmap generates a lot of network traffic that is unusual

— |t is easy to detect the use of Nmap

* |Intrusion detection looks at aggregate activities, each one of
which would be benign in itself



The final exam in COMP620 will be on Saturday,
December 1, from 10:00am — 12:00pm in Graham 210




